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HIFLD Objective

Support Domestic Infrastructure Data Gathering,

Sharing and Protection, Visualization, and Spatial
Knowledge Management for Homeland Defense, %
Homeland Security and Emergency Preparedness, 4.
Response and Recovery Communities

= Everyone Wants Situational
Awareness

= Everyone Wants a Common
Operational Picture

Both Require Common Foundation Data

Infrastructure Data

from Authoritative Sources
(everything has location)

, Homeland Infrastructure Foundation
P/ Level Data (HIFLD) Working Group
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HIFLD Organizing Structure

= HIFLD provides organization structure to:
= Enhance situational awareness & support to
HLS/HD/EPR&R infrastructure protection activities
= Support the information sharing environment
= Share best practices
= Build, enhance, and sustain Partnerships
= Provide resources for approved activities

(Ijn;g:gi%]z?ic% = |CTs work together in partnership to:
Teams (ICT) * Provide technical support to HIFLD activities
= Process and standards implementation for missions/
operations

= Update governing/planning documents

= Develop, validate and prioritize requirements
Process &

Standards = Current HIFLD Programs promote:
= Common foundation infrastructure data

= Enhanced partnership/participation at the State level
HIFLD to the Regions * |ncreased Awareness of Federal support, data, tools,
training and best practices

= Understand / help resolve regional data and technical
requirements

Homeland Infrastructure Foundation
Py Level Data (HIFLD) Working Group




HIFLD Evolution Diagram
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HIFLD to the Regions Purpose
and Current Deployment
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HIFLD to the Regions Events

Recent Events Supported: Ongoing and Upcoming Events:
= NLE 2011 = Dissemination of HSIP Navteq State
= Tornado and Floods Release Data

= 2010 Olympics = Dissemination of HSIP Freedom Data
= Northeast Floods = Hurricane Conferences

= Midwest Floods = GITAGECCOs (Dallas- Ft Worth)

= Tsunami Threat = Regional PSA Meetings

= 2010 and 2011 Super Bowl = State and Regional GIS working

= MLB All-Star Game groups and conferences

= Howard Hanson Dam = FEMA - RISC Meetings

= PSA Conferences = NYC 9/11 Conference

= NSGIC Conferences = Democratic and Republican National
= State GIS Conferences Conventions

= National Guard CIO Conference

> Homeland Infrastructure Foundation
f/ Level Data (HIFLD) Working Group




HTTR in New England

New England Geospatial Users Group (NEGUG):

The New England Geospatial User Group is member led and looks to connect
and increase the level of collaboration among GIS professionals from the
Emergency Management, Homeland Security and Law Enforcement fields. Our

goal is to leverage and transfer existing capabilities, best practices and lessons
learned among participating members.

= Meet monthly via HSIN Connect to discuss current successes, challenges and
relevant projects.

= Members include GIS professionals from:
= State & Local GIS Agencies
= State & Local Emergency Management Agencies (EMAS)
= National Guard
= Fusion Centers

> Homeland Infrastructure Foundation
f/ Level Data (HIFLD) Working Group




Infrastructure Information
Community Model

Graphical representation of the
infrastructure information community
which includes HIFLD WG members
and contributing partners (4,200+
members)

Depiction of data, technical, and
operational interactions

* Mission Areas

* Mission Partners

« Data/Production Capability

« Data users/providers

+ Event types (subject areas)

HSIP Gold: Common operational,
geospatially enabled baseline data

B Homeland Infrastructure Foundation

Level Data (HIFLD) Working Group



= NATIONAL GEOSPATIAL-INTELLIGENCE AGENCY

Homeland Security Infrastructure Program
(HSIP)
Mission Statement

To aggressively capture, integrate and provide
the Homeland Security, Homeland Defense and
Emergency Preparedness, Response and
Recovery community with common operational
geospatially enabled baseline data - create a
user defined operational picture to analyze
threat, support critical infrastructure protection
and expedite readiness, response and recovery
In the event of a man-made or natural disaster.

Approved for Public Release - NGA Case 10-157 ®® THE UNITED STATES Q0 AMERICA



= NATIONAL GEOSPATIAL-INTELLIGENCE AGENCY

Homeland Security Infrastructure Program (HSIP)

HSIP Gold 2011 LiDAR Imagery
« Compilation of ~450 Vector layers « Acquire unclassified high- * Acquire unclassified high-
comprised of Commercial, Federal and resolution 1 meter elevation data resolution ortho-imagery (12
State level Acquisitions. over HSIP 133 major urban core inch GSD or better) over
areas of the U.S. — 5 year refresh HSIP 133 major urban areas
- Delivers Common Operational Data to schedule of the U.S. — 2 year refresh
the GEOINT Analyst. schedule
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. HSIP Tiger Team originated after 911 between NGA (NIMA) and USGS. (May - June 2002)
. Key Goals Pursued

— ldentification of Urban Areas —  Minimum Essential Data Sets
* Prioritization methodology * Urban versus National
* Prioritization results « MEDS Features and Attributes

* Urban extents

=> THE UNITED STATES OF AMERICA

Approved for Public Release - NGA Case 11-366



Homeland Security Infrastructure Program
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Mission
¢ Homeland Security Community with a common operational picture of integrated
« national infrastructure and critical asset information. Support modeling and simulation,
.erability assessments, and the visualization of critical infrastructures for the Homeland
wecurity (HLS), Homeland Defense (HLD), and Emergency, Preparedness & Response missions.

Geospatial Framework
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Total # of Supported Users: 134,274
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HSIP GOLD 2011
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Latest News and Events

HIFLD |

HSIP Gold 2011

HSIP Gold 2011
Video Avallable on the
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= NATIONAL GEOSPATIAL-INTELLIGENCE AGENCY

Government Data Providers

U.S. Department of Agriculture (USDA) U.S. Department of Homeland Security (DHS)
Forest Service Federal Emergency Management Agency (FEMA)

U.S. Department of Commerce (DOC) U.S. Coast Guard (USCG)

U.S. Census Bureau U.S. Customs and Border Protection (CBP)
National Oceanic and Atmospheric Administration Office of the Border Patrol

(NOAA) U.S. Department of the Interior (DOI)

U.S. Department of Defense (DoD) Bureau of Indian Affairs (BIA)

National Geospatial-Intelligence Agency (NGA) Minerals Management Service (MMS)
Defense Installation Spatial Data Infrastructure U.S. Fish and Wildlife Service

(DISDI) U.S. Geological Survey (USGS)
Defense Contract Management Agency (DCMA) National Park Service
U.S. Army U.S. Department of Transportation (DOT)
U.S. Army Corps of Engineers (USACE) Federal Aviation Administration (FAA)
National Guard Bureau (NGB) Federal Railroad Administration (FRA)
Air National Guard (ANG) Bureau of Transportation Statistics
Army National Guard (ARNG) U.S. Department of Veterans Affairs (VA)

U.S. Department of Energy (DOE) U.S. Environmental Protection Agency (EPA)
Office of Energy Efficiency & Renewable Energy U.S. General Services Administration (GSA)
National Renewable Energy Lab (NREL) U.S. Nuclear Regulatory Commission (NRC)
Office of Science U.S. Postal Service (USPS)

Oak Ridge National Laboratory (ORNL) Federal Communications Commission (FCC)

U.S. Department of Health & Human Services (HHS) Federal Deposit Insurance Corporation (FDIC)

State/Local National Credit Union Administration (NCUA)

Non-Governmental Organizations
American Red Cross (ARC)
Geospatial Multi-Agency Coordination
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= NATIONAL GEOSPATIAL-INTELLIGENCE AGENCY

HSIP Gold 2011 Commodity Data

* NAVTEQ Corporation

- Transportation
- Core Points of Interest (hotels, restaurants, gas stations etc)

* Ventyx
- Electrical Energy

e PLATTS
-Oil and Natural Gas

* Dun and Bradstreet (D&B)
- Manufacturing and Business Points
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Total Number of 2010 Data Layers:
Total Number of 2011 Data Layers:

= NATIONAL GEOSPATIAL-INTELLIGENCE AGENCY

Change in Total Number of Layers

Unchanged Layers:
New Layers:

Updated Layers: **
Replacement Layers: ***

HSIP Gold 2011 Update

336
443 *
+107

197 (44.5%)
116 (26.2%)
114 (25.7%)

16 (3.6%)

2010 Layers Deleted w/o Replacement: 9

* Does not include 5 core road layers (e.g., streets) which are logically part of the
Infrastructure TransGround sector that are provided in the NAVTEQ SDC product.

** Updated Data Layers were provided by the same source for 2010 and 2011
*** Replacement Data Layers were provided by a different source in 2011 (vs. 2010) 4
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= NATIONAL GEOSPATIAL-INTELLIGENCE AGENCY

HSIP Gold 2011 Data Licensing

* HSIP Gold Base Licensing (NGA Funded)

— United States Federal Government License
— Canadian Government Partnership License
— Non-Federal Emergency Data Release License

= The designated lead federal agency shall determine which non-Federal agencies
receive access to the licensed data under a presidentially declared national
emergencies or crisis.

« HSIP Gold Data Disclosure Non-Emergency (NGA Funded)

— Non-Federal government disaster/emergency response agencies and/or
personnel supporting the Homeland Security missiontoi vi e wo viadae
Federal Government owned, secure (i.e., password protected) system i

restricted from downloading the data
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= NATIONAL GEOSPATIAL-INTELLIGENCE AGENCY

HSIP Gold 2011 Data Licensing

* HSIP Gold Base Licensing

— All of the data is provided with a United States Federal Government
license to NGA, to include: The perpetual unrestricted right to access,
modify, reproduce, release, perform, display, distribute and/or
otherwise use the data by all agencies and offices of the Federal
Government and its contractors (for Government purposes), to include
the National Guard Bureau units supporting Homeland Security
missions.

— Derivative products created from the dataset will be releasable to
mission partners. Homeland Security is defined as the protection of
people, property, and/or resources within the United States and it’s
territories against natural disasters and/or man-made threats and
attacks.

Approved for Public Release - NGA Case 11-366 ®® THE UNITED STATES O AMERICA



= NATIONAL GEOSPATIAL-INTELLIGENCE AGENCY

HSIP Gold 2011 Data Licensing

EW
* HSIP Gold Data Release & Disclosure Non-Emergency (NGA
Funded for NAVTEQ Data Release)

— In support of State Fusion Centers, EOCs, State GIS Coordinators, State
National Guard Joint Operation Centers, and State Emergency Management
Coordination

* Release NAVTEQ Data to States for use in steady daily operations
(non-emergency)

— Make HSIP data more readily accessible to State Governments
— Reduce restrictions on HSIP data to use/share geospatial data

— Increase use of common operational data supporting the mission
— Response to HIFLD WG HSIP Gold/Freedom Feedback Session

« NAVTEQ Data Distribution

— DVD Distribution T Request from HIFLD web site or HTTR Reps
— Direct Download Option via Web-Services (in work)
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HSIP Freedom

« |s a subset of HSIP Gold

- Accessible to State and local governments, because there are no license
restrictions

- May be downloaded from the HSIN GIS portal
Total Number of 2010 Data Layers: 232
Total Number of 2011 Data Layers: 248
Change in Total Number of Data Layers: +16
< Unchanged Layet49 (60%)
<+ New Layer27 (11%)
» Updated Layer$39 (28%)
<+ Replaced Layers*{1%o)

 Addition of 9 Partnership Layers After Full Concurrence is Achieved (Fire
Stations, Correctional Facilities (Prisons and Jails), EMS Stations, Law
Enforcement, Hospitals, Urgent Care, Places of Worship, Nursing
Homes, Public Health Departments)

*Updated Data Layers were provided by the same source for 2010 and 2011
**Replaced Data Layers were provided by a different source in 2011 (vs. 2010)




DHS Homeland Security Information Network
(HSIN)

= Secure and trusted web-based portal

= Allows for sensitive but unclassified (SBU) information sharing and
collaboration between Federal, State, local, tribal, territorial, private sector, and
international partners

= Provides access to announcements, posted products, incident reporting, threat
updates, Common Operation Picture and information sharing and collaboration
pages

= Organized into different “Communities of Interest” or COIl. For example:

= HSIN-GIS provides access to DHS OneView, DHS Earth, and HSIP
Freedom download

= HSIN-CS (Critical Sectors) is a collaboration system for CIKR private
sector and State, local, tribal, and territorial (SLTT) partners

N . | ¢ - 3 P - P E
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DHS Geospatial Tools

= Purpose:
= Ability to visualize multiple data layers from various sources
= Provides situational awareness of threats, events impacting infrastructure
= Informs planning, response, and recovery from all-hazard events
= Applications and Access:
= DHS Earth
= Google Earth based program
= File download online

= DHS OneView
= Web-based viewer using Bing Maps Architecture
= Sign in online with HSIN credentials e
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DHS Earth

= Google Earth 3D platform for intuitive user interface, rapid data ingest and
visualization

= [ncludes HSIP Gold data layers
= Access to real-time, dynamic situational data feeds

= Weather and Natural Disaster Data feeds: USGS, FEMA, National Weather
Service (NWS), National Hurricane Center (NHC)

= Fire Data: MODIS and Geospatial Multi-Agency Coordination Group (GeoMAC)
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HSIP Freedom

= Available to State and local governments
= A subset of HSIP Gold; comprised of license-free data

= Access through the DHS Homeland Security Information
Network (HSIN) GIS Portal

JISIE
~reeaomn

State and Local

y be exempt from public release under
mifted, distributed, and disposed of in
be released fo the public or other persornnel who do not have

CIKR SECTOR DOWHNLOAD (.ZIP)*

AGRICULTURE & FOOD

BAMKING B FINANCE

CHEMICAL & HAZARDOUS MATERIALS INDUSTRY
COMMERCIAL FACILITIES

COMMUNICATIONS

https://government.hsin.gov/sites/gis/default.aspx
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HSIP Freedom Data Download

Register for an account on the DHS Homeland Security Information
Network (HSIN)

Request access to the HSIN Geospatial Information System (GIS)
Community of Interest (COI)

gelnd an email to HSIN.helpdesk@dhs.gov with the following information
elow:

= Name

= Official Email Address
= QOrganization

= Phone Number

= Supervisor’'s name

=  Specify the “GIS COI”

If you are not a Federal, State, or Local government employee you will
need a sponsor who is. Provide the same contact information for your
sponsor.

For further information on HSIN, HSIN Communities of Interest, and other
resources and tools available through the portal, please visit the DHS
website, http://www.dhs.gov and search HSIN
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Thanks For Your Time and
Discussion

Jeff Barrett
HIFLD to the Regions (HTTR)

New England Information Exchange Broker
(IEB)
|effrey.barrett@associates.dhs.qgov
(202) 536-8316

‘ PSR Homeland Infrastructure Foundation

o Level Data (HIFLD) Working Group
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Points of Contact

Todd Spangler

OASD HD&ASA (Dir, DCI)
(703) 699-5727
Todd.Spangler@QSD.mil

Steve Alness

NGA Office of the Americas
(5771) 557-6277
Steven.G.Alness@nga.mil

Justin Sherin

HIFLD WG Staff

(757) 478-1393
Sherin_Justin@bah.com

(SN Homeland Infrastructure Foundation
Y ' Level Data (HIFLD) Working Group

Tammy Barbour
DHS OIP (Acting Dir, IICD)
(703) 235-3656
Tammy.Barbour@dhs.gov

Stephen Hammond
USGS

(703) 648-5033
sehammon@usgs.gov

Amanda Ross

HIFLD WG Staff

(757) 892-6550

Ross Amanda@bah.com



